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Abstract

With the deep penetration of blockchain technology across various fields, its security
system faces severe challenges, and fraudulent activities are becoming increasingly
frequent. This study focuses on the problem of fraud detection in blockchain and
proposes an innovative model, FraudGNN, based on Graph Neural Networks (GNN). The
model constructs a dynamic transaction graph, where transaction addresses are
treated as nodes and asset transfer relationships as edges, incorporating time-series
features. A Graph Attention Network (GAT) is used to extract behavioral features from
node neighborhoods. In addition, a Bidirectional Long Short-Term Memory network
(Bi-LSTM) is introduced to capture behavioral paths across block-level transactions,
enabling accurate classification and prediction of abnormal accounts within blockchain
networks. Experiments conducted on an Ethereum transaction dataset—containing
approximately 3.6 million transaction records and 40,000 labeled addresses—show
that the FraudGNN model significantly outperforms traditional methods such as
Random Forest and Graph Convolutional Networks (GCN) in key metrics, achieving
91.2% precision, 87.5% recall, and an F1-score of 89.3%. In particular, the model
demonstrates stronger generalization and reasoning capabilities when identifying
previously unseen addresses, offering solid technical support for improving blockchain
security systems.
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1. Introduction

Blockchain technology, as an innovative paradigm based on distributed ledger systems, has
attracted widespread attention since its emergence [1]. With core features such as
decentralization, immutability, and traceability, it has been actively explored and applied
across various domains globally [2]. In the financial sector, blockchain has significantly
improved traditional cross-border payment processes. Conventional interbank remittances
are limited by complex clearing procedures and the involvement of intermediaries, usually
requiring 2 to 5 working days for fund settlement [3]. In addition, transaction fees typically
remain high, averaging between 3% and 5%. In contrast, blockchain-based cross-border
payment systems—such as Ripple’s distributed network—utilize distributed ledgers and
smart contracts to reduce settlement times to a few hours, or even achieve real-time transfers
[4]. Meanwhile, transaction costs can be lowered to one-tenth to one-fifth of those in
traditional systems. The significant improvement in fund transfer efficiency and increased
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transparency ensures that each transaction can be clearly traced throughout the blockchain
network [5]. This effectively reduces both transaction risks and uncertainties.

In the field of supply chain management, the application of blockchain technology has brought
transformative changes to product lifecycle tracking. Taking a well-known international
luxury brand as an example, the introduction of blockchain allowed it to raise product
traceability accuracy to over 99.2%. By building a blockchain-based distributed ledger,
consumers can scan a code on their mobile devices to access complete information—from the
origin of raw materials and manufacturing, to warehousing, logistics and final sale [6,7]. This
greatly improves the transparency and reliability of product information and effectively curbs
the spread of counterfeit goods in the supply chain. According to statistics, in the first year of
adopting blockchain technology, the brand saw an approximate 40% year-on-year reduction
in economic losses caused by counterfeit products [8]. This highlights the practical value of
blockchain in supply chain management. In the healthcare sector, blockchain has created new
opportunities for the management and sharing of medical data [9]. In a regional healthcare
alliance project, the adoption of blockchain significantly increased data-sharing efficiency—by
about 60% compared to traditional systems [10]. The average time for researchers to access
patient data for scientific studies was reduced from 15 days to less than 5 days. By combining
encryption techniques and distributed storage, blockchain ensures the security and privacy of
patient records [11]. At the same time, smart contracts enable compliant and efficient data
circulation, providing strong support for medical research, remote healthcare and other
advanced applications [12]. However, as the blockchain ecosystem rapidly expands and
diversifies, its security vulnerabilities have become increasingly evident. The openness and
anonymity inherent in blockchain networks, while offering convenience to legitimate users,
also provide opportunities for malicious actors [13]. From early double-spending attacks in
the Bitcoin network to recent large-scale asset thefts caused by vulnerabilities in Ethereum
smart contracts, blockchain-related fraud has evolved into more diverse and complex forms
[14]. According to a report released by a recognized cybersecurity organization, blockchain
fraud in 2024 resulted in global economic losses reaching USD 4.5 billion, with more than 3
million individual investors and over 5,000 corporate users affected [15]. These incidents not
only cause substantial financial damage but also seriously undermine public trust and the
sustainable development of blockchain technology.

Common types of blockchain fraud include fabricated transactions, address-based scams, and
Ponzi schemes. These fraud activities are typically highly covert and technically sophisticated.
In cases involving fake transactions, fraudsters create fictitious blockchain records and asset
transfer paths to mislead users or manipulate cryptocurrency market prices [16,17]. Data
from market monitoring agencies indicate that approximately 0.5% to 1% of daily
transactions on major cryptocurrency platforms are suspected to be fraudulent.
Address-based scams exploit the anonymity of blockchain addresses to deceive users into
transferring assets to fraudulent addresses. Given the irreversible nature of blockchain
transactions, victims usually find it extremely difficult to recover transferred funds [18].
Studies show that around 80% of victims in such scams are unable to retrieve their assets
once the transaction is completed. Ponzi schemes remain prevalent in the blockchain domain
[19]. In these cases, fraudsters lure investors with promises of high returns and use funds
from new participants to pay earlier ones, thereby creating an illusion of profitability [20].
When the scheme reaches a certain scale, the perpetrators disappear with the collected funds.
In the past year alone, over 200 Ponzi schemes related to blockchain were publicly reported,
involving a total amount exceeding USD 1.2 billion. Traditional detection methods based on
rule-matching or simple statistical analysis are increasingly ineffective in identifying such
complex and dynamic fraudulent behaviors. Rule-based methods rely on predefined
transaction rules and patterns, making them inflexible in adapting to rapidly evolving fraud
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strategies [21]. Simple statistical approaches can only analyze superficial features of
transaction data and are unable to capture deeper relational structures or hidden behavioral
patterns [22]. As a result, the development of accurate and efficient blockchain fraud
detection technologies has become a critical and urgent research direction in the field of
blockchain security.

In recent years, Graph Neural Networks (GNNs) have emerged as a promising technique in
artificial intelligence, achieving notable progress in complex network analysis tasks [23,24].
Given the natural graph-structured characteristics of blockchain transaction data—where
each transaction address can be represented as a node and asset flows as edges—GNNs are
well-suited to the fraud detection needs of blockchain systems [25]. By constructing
transaction graphs and applying GNNs’ graph representation learning capabilities, it becomes
possible to extract both node features and inter-node relationship features, thereby
improving the accuracy of fraud detection [26]. Graph Attention Networks (GATSs), for
instance, introduce attention mechanisms that allow the model to assign different weights to
neighboring nodes. This enables the network to focus on behaviorally relevant interactions,
enhancing the extraction of features that are strongly correlated with fraudulent activities.
Moreover, by integrating GNNs with Recurrent Neural Networks (RNNs) or Long Short-Term
Memory (LSTM) networks, the model can capture the temporal evolution and long-range
dependencies of transaction sequences, allowing for more precise identification of fraud
patterns over time [27]. Empirical studies have demonstrated that GNNs outperform
traditional machine learning methods in key blockchain tasks such as anomaly detection and
node classification. In a dedicated study on Ethereum, a GNN-based fraud detection model
achieved a 15% to 20% improvement in precision over conventional models [28]. This study
aims to investigate blockchain fraud detection methods based on Graph Neural Networks.
Through innovative transaction graph construction and behavioral path analysis, we propose
an efficient model named FraudGNN, and verify its effectiveness and superiority through
large-scale experiments in practical application scenarios.

2. Methodology

2.1. Transaction Graph Construction

To accurately model blockchain transactions, a dynamic transaction graph with time-series
characteristics is constructed. Transaction addresses—covering individuals, enterprises, and
smart contract accounts—are treated as nodes. Asset transfer relationships are treated as
directed edges, with the direction indicating the flow of assets from the sending address to the
receiving address [29]. Since transaction timing is critical for detecting fraud-related patterns,
each edge is assigned a precise timestamp. This enables the identification of abnormal
behaviors, such as high-frequency operations in short time windows or rapid fund
movements. Raw records are extracted from the underlying blockchain. A data parsing
algorithm is applied to accurately retrieve information such as transaction addresses, transfer
amounts, and timestamps. Edges are generated according to transaction records and
annotated with the corresponding time information. As new transactions occur, the graph is
updated in real time. This ensures that the transaction graph remains current and forms a
reliable foundation for subsequent analysis.

2.2. Feature Extraction Using Graph Attention Network (GAT)

Based on the constructed dynamic transaction graph, a Graph Attention Network (GAT) is
applied to deeply extract behavioral features from the neighborhood of each node. GAT
employs an attention mechanism to adaptively learn the importance of neighboring nodes in
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relation to the target node. For a node i, with neighborhood N;j, the updated node
representation h;’ is computed as:

hi = 0(Xjen, aij Why) @

Here, o denotes an activation function such as ReLU, enhancing the network’s ability to
capture non-linear patterns. W is a trainable weight matrix. The attention coefficient aj; is
computed as follows:
o = exp(e;jj)
U Tken; expleix)

2

where ej; = LeakyReLU(aT[WhiHWh]-]) In this expression, aT is a learnable vector, and the
LeakyReLU activation function is adopted to address the gradient vanishing issue on the
negative half-axis of ReLU. After 50 training epochs, the validation loss converged to around
0.3, indicating that the GAT model could effectively assign attention weights. Analysis shows
that when the transaction frequency in a node’s neighborhood exceeds twice the average and
there are abnormal fund fluctuations, the likelihood of the target node being fraudulent
increases by approximately 30%.

2.3. Capturing Behavioral Paths Using Bidirectional LSTM

The node feature sequence extracted by GAT is fed into a Bidirectional Long Short-Term
Memory (Bi-LSTM) network to capture behavioral paths along transaction chains across
multiple blocks. The Bi-LSTM processes the time-series data in both forward and backward
directions, allowing it to fully capture long-range dependencies. Given an input sequence

X = [Xll Xz, IXT]I (3)

the forward and backward hidden states are computed as:
Ht = LSTM(Ht_l, Xt); (Ht = LSTM(Et+1,Xt) (4)

The final output at each time step is:
hy = [hy; hy] ()

Analysis of transaction chain data shows that fraudulent behavior often follows a specific
pattern: an initial phase of small test transactions (100-500 units of cryptocurrency over 3-5
transfers), followed by a large-scale transfer exceeding 5,000 units. The Bi-LSTM effectively
captures such patterns. Compared with the unidirectional LSTM, it improves the accuracy of
detecting complex behavioral paths by approximately 12%.

2.4. C(Classification Prediction

The features output by the Bi-LSTM are passed through a fully connected layer. A Softmax
function is then applied to calculate the probability of each node being a normal or fraudulent

account. The probability is computed as:
eWEX+bk

P(y = k|x) = 6)

ch=1 eW}rx+bj
Here, P(y = k|x) represents the probability that the input xxx belongs to class k ; Wy
and by denote the weight and bias of the fully connected layer; and C = 2 indicates binary
classification of account types. During training, the Adagrad optimizer is used with a learning
rate of 0.001. After 100 iterations, the model achieves a training accuracy exceeding 85%. The
model learns the mapping between the transaction graph structure and fraud labels. During
prediction, node classification is determined based on the output probabilities from the
Softmax function. For a test set of 1,000 samples, the model processes 100 samples in
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approximately 5 seconds. This efficiency meets the requirements of fraud detection tasks that
do not demand real-time response.

3. Results and Discussion

3.1. Experimental Setup

This study conducts experimental analysis based on an Ethereum transaction dataset, which
contains approximately 3.6 million transaction records and 40,000 labeled addresses. The
address labels are clearly categorized into two types: normal addresses and fraudulent
addresses. To ensure the reliability and generalizability of the experimental results, the
dataset is divided into training set (70%), validation set (15%), and test set (15%). For
evaluation, three standard metrics are selected: Precision, Recall, and F1-score. The proposed
model is compared with two baseline methods: Random Forest and Graph Convolutional
Network (GCN).

Precision measures the proportion of predicted fraudulent accounts that are actually

fraudulent. It is calculated as:
TP

TP+FP

Precision = ()
where TP (True Positives) is the number of addresses correctly predicted as fraudulent, and
FP (False Positives) is the number of addresses incorrectly predicted as fraudulent.

Recall indicates the proportion of actual fraudulent accounts that are correctly identified by

the model. The formula is:
TP

TP+FN

Recall = (8)
where FN (False Negatives) is the number of fraudulent accounts incorrectly classified as
normal.

F1-score is a harmonic mean that balances Precision and Recall. It is calculated as:
2%XPrecisionxRecall

F1 — score = 9)

Precision+Recall

3.2. Experimental Results
The performance of each model on both the test set and the scenario involving previously

unseen addresses is summarized in the table below:

Table 1: Performance comparison of different models on the test set and the unseen
address scenario

Precisi F1 Precisi Recall F1
Model Recall Score

Type on (Test (Test Set) Score (Test  on (Unseen (Unseen (Unseen
Set) Set) Addresses)  Addresses) Addresses)
;ﬁ*“dG 91.2% 87.5% 89.3% 88.5% 84.3% 86.3%
Rando 78.6% 75.3% 76.9% 65.2% 62.8% 64.0%

m Forest

GCN 85.4% 81.2% 83.2% 72.1% 69.4% 70.7%

The FraudGNN model achieved significantly better performance than traditional methods
across all key metrics, clearly highlighting its effectiveness and superiority in blockchain fraud
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detection tasks. This experimental result also confirms that the FraudGNN model
demonstrates stronger inference and generalization capabilities when applied to previously
unseen addresses, enabling it to effectively identify novel types of fraudulent behavior.

3.3. Result Analysis

Ablation experiments show that both the GAT and Bidirectional LSTM modules play key roles
in the FraudGNN model. When the GAT module is removed, the model’s precision decreases to
82.3%, recall to 78.1%, and F1-score to 80.1%. When the Bidirectional LSTM module is
removed, the precision reaches 86.7%, recall 83.0%, and F1-score 84.8%. These results
clearly demonstrate that the GAT module effectively extracts neighborhood features of nodes,
while the Bidirectional LSTM captures behavioral paths across block-level transaction chains.
The two modules complement each other and significantly enhance the model’s ability to
detect fraudulent behavior. Although GNN models present certain challenges in
interpretability, analyzing the attention weights computed by the GAT module allows
observation of which neighborhood nodes influence the model’s fraud prediction.
Neighborhood nodes with high attention weights may be closely associated with fraudulent
activity. Similarly, the hidden states output by the Bidirectional LSTM reflect how different
positions in the transaction chain contribute to the final classification result. These internal
signals offer partial interpretability of the model’s decisions, which helps improve the model’s
transparency.

4. Conclusion

The FraudGNN model developed in this study demonstrates strong performance on the
Ethereum transaction dataset. Compared with traditional methods, it shows clear advantages
and outstanding inference ability when applied to scenarios involving new addresses. In
practical applications, the model can be deployed on blockchain nodes or integrated into
security monitoring platforms to support real-time transaction monitoring. For example, on a
cryptocurrency trading platform, the model can analyze 1,000 transactions, with each 100
transactions taking approximately 5 seconds to process. This enables timely detection of
abnormal behavior and provides protection for user assets. Future improvements may
include exploring more efficient graph neural network architectures to reduce computational
complexity, thereby increasing detection speed by 20% to 30%. In addition, incorporating
visualization techniques can help improve interpretability. Combining the model with
features such as smart contract code analysis and node reputation assessment is expected to
further improve fraud detection performance by 10% to 15%.

References

[1] Wang, H., Zhang, G., Zhao, Y., Lai, F., Cui, W., Xue, ], ... & Lin, Y. (2024, December). Rpf-eld: Regional
prior fusion using early and late distillation for breast cancer recognition in ultrasound images. In
2024 IEEE International Conference on Bioinformatics and Biomedicine (BIBM) (pp. 2605-2612).
IEEE.

[2] Yin, Z., Hu, B, & Chen, S. (2024). Predicting employee turnover in the financial company: A
comparative study of catboost and xgboost models. Applied and Computational Engineering, 100,
86-92.

[3] Guo, H,, Zhang, Y., Chen, L., & Khan, A. A. (2024). Research on vehicle detection based on improved
YOLOVS8 network. arXiv preprint arXiv:2501.00300.

[4] Zhang, T. Zhang, B., Zhao, F., & Zhang, S. (2022, April). COVID-19 localization and recognition on
chest radiographs based on Yolov5 and EfficientNet. In 2022 7th International Conference on
Intelligent Computing and Signal Processing (ICSP) (pp. 1827-1830). IEEE.

18



Frontiers in Applied Physics and Mathematics Volume 2 Issue 1, 2025
ISSN: 3079-6369

[5] Yu, Q., Wang, S., & Tao, Y. (2025). Enhancing Anti-Money Laundering Detection with Self-Attention
Graph Neural Networks. In SHS Web of Conferences (Vol. 213, p. 01016). EDP Sciences.

[6] Ziang, H. Zhang, ], & Li, L. (2025). Framework for lung CT image segmentation based on
UNet++. arXiv preprint arXiv:2501.02428.

[7]1 Zhao, R, Hao, Y., & Li, X. (2024). Business Analysis: User Attitude Evaluation and Prediction Based
on Hotel User Reviews and Text Mining. arXiv preprint arXiv:2412.16744.

[8] China PEACE Collaborative Group. (2021). Association of age and blood pressure among 3.3
million adults: insights from China PEACE million persons project. Journal of Hypertension, 39(6),
1143-1154.

[9] Zhai, D., Beaulieu, C., & Kudela, R. M. (2024). Long-term trends in the distribution of ocean
chlorophyll. Geophysical Research Letters, 51(7), e2023GL106577.

[10]Liuy, Y., Liu, Y. Qi, Z, Xiao, Y., & Guo, X. (2025). TCNAttention-Rag: Stock Prediction and Fraud
Detection Framework Based on Financial Report Analysis.

[11]]in, J., Wang, S., & Liu, Z. (2025). Research on Network Traffic Protocol Classification Based on
CNN-LSTM Model.

[12]Zhuy, S., & Levinson, D. M. (2011, August). Disruptions to transportation networks: a review. In
Network Reliability in Practice: Selected Papers from the Fourth International Symposium on
Transportation Network Reliability (pp. 5-20). New York, NY: Springer New York.

[13]Li, Z, Ji, Q., Ling, X,, & Liu, Q. (2025). A Comprehensive Review of Multi-Agent Reinforcement
Learning in Video Games. Authorea Preprints.

[14]Feng, H. (2024, September). The research on machine-vision-based EMI source localization
technology for DCDC converter circuit boards. In Sixth International Conference on Information
Science, Electrical, and Automation Engineering (ISEAE 2024) (Vol. 13275, pp. 250-255). SPIE.

[15]Zhu, ]., Ortiz, ]., & Sun, Y. (2024, November). Decoupled Deep Reinforcement Learning with Sensor
Fusion and Imitation Learning for Autonomous Driving Optimization. In 2024 6th International
Conference on Artificial Intelligence and Computer Applications (ICAICA) (pp- 306-310). IEEE.

[16]Lv, G, Li, X,, Jensen, E., Soman, B., Tsao, Y. H., Evans, C. M., & Cahill, D. G. (2023). Dynamic covalent
bonds in vitrimers enable 1.0 W/(m K) intrinsic thermal conductivity. Macromolecules, 56(4),
1554-1561.

[17]Yan, Y., Wang, Y,, Li, ], Zhang, ]., & Mo, X. (2025). Crop Yield Time-Series Data Prediction Based on
Multiple Hybrid Machine Learning Models.

[18]China PEACE Collaborative Group. (2021). Association of age and blood pressure among 3.3
million adults: insights from China PEACE million persons project. Journal of Hypertension, 39(6),
1143-1154.

[19]Zhai, D., Beaulieu, C., & Kudela, R. M. (2024). Long-term trends in the distribution of ocean
chlorophyll. Geophysical Research Letters, 51(7), e2023GL106577.

[20] YuChuan, D., Cui, W., & Liu, X. (2024). Head Tumor Segmentation and Detection Based on Resunet.

[21]Xiao, Y., Tan, L., & Liy, J. (2025). Application of Machine Learning Model in Fraud Identification: A
Comparative Study of CatBoost, XGBoost and LightGBM.

[22]Wang, ]., Ding, W., & Zhu, X. (2025). Financial Analysis: Intelligent Financial Data Analysis System
Based on LLM-RAG.

[23]Gong, C., Zhang, X, Lin, Y, Lu, H., Su, P. C, & Zhang, ]. (2025). Federated Learning for
Heterogeneous Data Integration and Privacy Protection.

[24]Mo, K., Chu, L., Zhang, X,, Su, X,, Qian, Y., Ou, Y., & Pretorius, W. (2024). Dral: Deep reinforcement
adaptive learning for multi-uavs navigation in unknown indoor environment. arXiv preprint
arXiv:2409.03930.

[25]Shi, X, Tao, Y., & Lin, S. C. (2024, November). Deep Neural Network-Based Prediction of B-Cell
Epitopes for SARS-CoV and SARS-CoV-2: Enhancing Vaccine Design through Machine Learning. In
2024 4th International Signal Processing, Communications and Engineering Management
Conference (ISPCEM) (pp. 259-263). IEEE.

19



Frontiers in Applied Physics and Mathematics Volume 2 Issue 1, 2025
ISSN: 3079-6369

[26]Min, L., Yu, Q., Zhang, Y., Zhang, K., & Hu, Y. (2024, October). Financial Prediction Using DeepFM:
Loan Repayment with Attention and Hybrid Loss. In 2024 5th International Conference on
Machine Learning and Computer Application (ICMLCA) (pp. 440-443). IEEE.

[27]Shih, K., Han, Y., & Tan, L. (2025). Recommendation System in Advertising and Streaming Media:
Unsupervised Data Enhancement Sequence Suggestions.

[28]Zhao, C,, Li, Y, Jian, Y., Xu, ], Wang, L., Ma, Y., & Jin, X. (2025). I[I-NVM: Enhancing Map Accuracy and
Consistency with Normal Vector-Assisted Mapping. IEEE Robotics and Automation Letters.

[29]]iang, G., Yang, ]., Zhao, S., Chen, H., Zhong, Y., & Gong, C. (2025). Investment Advisory Robotics 2.0:
Leveraging Deep Neural Networks for Personalized Financial Guidance.

[30]Lin, Y., Yao, Y., Zhu, ], & He, C. Application of Generative Al in Predictive Analysis of Urban Energy
Distribution and Traffic Congestion in Smart Cities.

[31] Liu, Z., Costa, C., & Wu, Y. Expert Perception and Machine Learning Dimensional Risk Analysis.
[32]Sun, Y., Pargoo, N. S,, Jin, P. ], & Ortiz, J. (2024). Optimizing Autonomous Driving for Safety: A
Human-Centric Approach with LLM-Enhanced RLHF. arXiv preprint arXiv:2406.04481.

[33]Yang, ], Zhang, Y., Xu, K, Liu, W., & Chan, S. E. (2024). Adaptive Modeling and Risk Strategies for
Cross-Border Real Estate Investments.

[34]Luo, D., Gu, ], Qin, F., Wang, G., & Yao, L. (2020, October). E-seed: Shape-changing interfaces that
self drill. In Proceedings of the 33rd Annual ACM Symposium on User Interface Software and
Technology (pp. 45-57).

20



