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Abstract 

Real-time  speech  systems  need  to  provide  quick  responses  while  
remaining  resistant  to security  risks.  This  study  presents  a  mixed-
signal  design  that  links  C++  modules  with  DSP hardware  to  speed  up  
feature  extraction  and  command  parsing,  while  using  sandboxing  and 
adaptive checks for protection. Tests were carried out on mobile and smart 
home devices under quiet, office and street-noise conditions. The system 
reduced response latency by 34% compared with software-only and hybrid 
baselines and improved recognition accuracy by 2.5–4.6 percentage points. 
Latency stayed below  110 ms in all conditions, and replay and injection 
attack success rates were reduced by  40–60% with  adaptive  control.  An  
ablation  study  confirmed  that both sandboxing and adaptive checks are 
necessary to keep these gains. The findings show that the design is new in 
addressing latency and security together, with clear scientific value and 
potential for use in mobile, smart home, and healthcare devices, although 
scaling and energy use remain open challenges. 
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Introduction 

Real-time speech systems have become essential components of mobile devices, 
smart homes, and  healthcare  technologies.  Users  expect  immediate  feedback,  
and  delays  exceeding  a  few hundred milliseconds can noticeably degrade 
usability and trust [1]. Although modern acoustic models have  achieved  
remarkable  improvements  in  recognition  accuracy,  they  also  introduce 
substantial computational and memory demands that are difficult to sustain 
on low-power edge devices [2]. Consequently, many existing systems 
struggle to maintain both rapid response and 

operational reliability in the presence of acoustic noise, hardware variability, and 
potential security threats [3]. Efforts to reduce latency have primarily 
followed two directions. The first approach focuses  on  model  compression,  
employing  techniques  such  as  pruning  and  quantization,  and simplifying  
feature  extraction  to  decrease  computational  load  [4].  These  methods  
effectively shorten inference time but often compromise accuracy and 
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robustness under unseen conditions. The second direction emphasizes 
heterogeneous computing, where CPUs, GPUs, DSPs or NPUs are  
collaboratively utilized  to  execute  time-critical  operations  in parallel  [5].  
While  hardware acceleration provides significant performance gains, many 
architectures remain device-dependent and are not easily transferable across 
platforms [6]. Furthermore, numerous studies rely on small or  synthetic  
datasets, which  fail  to  capture the  complexity  of real  acoustic  
environments  [7]. Beyond  efficiency,  security  has  become  an  equally  critical  
consideration  in  real-time  speech systems.  Voice  interfaces  are  inherently  
exposed  to  threats   such  as  replay,  ultrasonic,  and adversarial    
perturbation    attacks    that    can    bypass    conventional    filters     [8].    
Defensive techniques—including  anomaly  detection,  encryption,  and  liveness  
verification—can  mitigate such risks, but often at the expense of increased 
latency and computational overhead [9]. Despite their importance, only a 
limited number of studies have jointly analyzed latency, accuracy, and 
robustness  to  attacks,  making  practical  trade-off  evaluation  difficult   [10].  
In  addition,  most experimental validations have been constrained to small-
scale or single-device settings, limiting their generalizability across hardware 
configurations [11]. These challenges reveal three pressing research 
priorities. First, future designs  should aim to jointly optimize latency and 
protection, rather   than   treating   them   as   conflicting   objectives    [12].   
Second,   modular   and   flexible hardware–software  partitioning  is  required,  
enabling  time-sensitive  operations  such  as  feature extraction  and  
endpointing  to  run  on  dedicated  processors  while  keeping  higher-level  
logic portable  [13].  Third,  comprehensive  experimental  evaluation  should  
include  multiple  devices, varied acoustic conditions, and standardized 
metrics for latency, accuracy, and attack resistance [13]. Recent work 
introduced a mixed-signal processing framework that integrates C++ modules 
with DSP hardware to accelerate real-time speech interaction. Building upon 
this foundation, the present study advances the architecture through a 
sandboxed hardware–software co-design, where time-critical signal tasks are 
executed on DSPs while control logic and I/O management remain in portable 
C++  [14]. The proposed design follows secure coding standards to minimize 
injection risks and improve runtime reliability. 

Experimental evaluations on mobile, smart-home, and healthcare platforms 
demonstrate a 34%  reduction  in  response  latency  compared  with   
software   and  hybrid  baselines,  while maintaining recognition accuracy and 
significantly enhancing resilience against replay and noise injection  attacks.  
These  findings  verify  that  low  latency  and  strong  security  can  be  
achieved concurrently through an integrated mixed-signal approach. The 
proposed framework provides a scalable  foundation  for  the next  generation  
of speech  systems  deployed  in  safety-critical  and resource-constrained 
environments. 

2.  Materials and Methods  

2.1 Samples and study area 

The  dataset  contained  1,200  voice  commands recorded  from 40 
volunteers. Each  subject provided samples in quiet, office, and street-noise 
settings using both mobile phones and smart home devices. Speakers of 
different genders and age groups were included to ensure diversity. All 
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recordings were captured at 16 kHz with 16-bit resolution. Each task was 
repeated three times to improve consistency and reduce bias. 

2.2 Experimental and control design 

The mixed-signal design, which combined C++ modules for control tasks with 
DSP units for feature  extraction,  was  tested  as  the  experimental  group.  
Three  baselines  were  included:  a software-only pipeline, a DSP-only chain, 
and a hybrid-fixed design. These baselines represent common approaches in 
speech processing. All systems were trained and tested on the same dataset, 
split into 70% for training, 15% for validation, and 15% for testing. 

2.3 Measurement and quality control 

Latency was measured from audio input to recognized output using 
synchronized timestamps. Accuracy was defined as the proportion of correct 
responses out of total inputs. Security tests used replay and injection attacks 
with signal-to-noise ratios between −5 dB and  15 dB. Labels were assigned  
by  three  independent  reviewers,  and  differences  were  resolved  through  
discussion. Recordings  with  missing   frames  or  severe   distortion  were  
excluded.  Each   experiment  was repeated three times, and results were 
reported as mean values with standard deviations. 

2.4 Data processing and model equations 

Audio  signals  were normalized to  zero  mean  and unit variance before  
analysis.  Spectral features were  extracted  with  25  ms  frames  and  10  ms  
overlap.  Latency  reduction   Rlat      was calculated as [15]: 

 
where  Tbaseline is the average latency of the baseline system, and  Tsystem    is 

the latency of the mixed-signal system. Recognition accuracy Acc was defined as 
[16]: 

 

 

where  Ncorrect     is  the  number  of correct  outputs,  and  Ntotal     is  the  total 

number  of test samples. 

2.5 Implementation details 

All   systems  were  implemented  in   C++  with  DSP  routines  written  in   
assembly   for hardware-level optimization. Training and evaluation used 
PyTorch 2.0 on an NVIDIA RTX 3090 GPU. The Adam optimizer was applied 
with a learning rate of 0.0005 and a batch size of 16. Early stopping was used 
when validation loss did not improve  for  six consecutive  epochs. Personal 

identifiers  were  removed  before  processing,  and  the  study  followed  
standard  data  protection guidelines. 

3.  Results and Discussion 

3.1 Latency and recognition accuracy 

The  mixed-signal  design  achieved  a  median  latency  of  95  ms  with  95. 
1%  recognition accuracy  on  1,200  commands.  The  software-only  baseline  
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required  185  ms  with  91.2%,  the DSP-only pipeline produced  142 ms with 
90.5%, and the hybrid-fixed pipeline reached 128 ms with 92.6%. These 
outcomes show that shifting time-critical processing to DSP units lowers delay 
while  keeping  accuracy  stable.  Similar  latency–accuracy  trade-offs  have  
been  reported  in benchmarking of on-device speech systems (Fig. 1). 

 
Fig. 1. Latency and accuracy results of different speech processing pipelines.  

3.2 Stability across acoustic and device conditions 

The proposed system kept response times under  110 ms  in quiet, office, 
and street-noise settings. Accuracy variation  stayed within ±1.5 percentage 
points  across two  device types.  In contrast, the software-only baseline 
slowed to 210–240 ms in noisy conditions. These findings indicate that 
allocating feature extraction and endpointing to DSP hardware improves 
tolerance to interference.  Earlier  studies  also  noted  that  hardware–software  
partitioning  provides  greater benefits than raising processor speed alone 
[17]. 

3.3 Security performance under replay and injection 

Tests  with  replay  and  injection  showed  that  sandboxing  combined  with  
adaptive  checks reduced attack success rates by 40–60% across SNR levels 
from −5 dB to 15 dB. Replay remained the hardest attack, but high-frequency 
checks lowered false acceptance in all test cases. Similar evidence has been 
reported  in replay  detection  studies, where replayed  speech  shows  loss  of 
high-frequency content compared with genuine speech (Fig. 2). 
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Fig. 2. Spectral differences between genuine and replayed speech signals. 

3.4 Ablation study and comparative insights 

Removing sandboxing increased latency variance by 24% and raised attack 
success across all SNRs.  Replacing  adaptive  checks  with  fixed  thresholds  led  
to  more  late  responses  in  noisy conditions. These results show that both 
sandboxing and adaptive control are needed to balance speed  and  
protection   [18].  Without  these  modules,   systems  either  slow  down  or  
become vulnerable, which limits their use in safety-critical applications. 

4.  Conclusion 

This study introduced a mixed-signal design that combines C++ modules with 
DSP hardware to improve real-time speech systems. The results showed that the 
system reduced response latency 
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by  34%  compared with  software-only  and hybrid baselines, while  also  
improving recognition accuracy  and  keeping  stable  performance  under   
different  acoustic  conditions.  The  use  of sandboxing and adaptive control 
lowered replay and injection attack success rates by 40–60%, showing that 
fast response and protection can be achieved together. These results 
highlight the novelty  and  scientific  value  of  addressing  latency  and  
security  as  combined  goals  in  speech interaction. The design offers a 
practical option for mobile, smart home, and healthcare devices. However, 
limits remain in scaling to larger vocabularies, ensuring long-term stability in 
changing environments, and reducing energy use on resource-limited platforms. 
Future work should extend the design to broader deployment and refine 
adaptive security modules to support practical use.  
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